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What is Data Minimization?

Data minimization is the privacy principle to collect, use, access, or disclose the
minimum necessary personal information to accomplish one’s purpose.

* Collect only what personal data is absolutely needed for the disclosed purpose.

* Share only the minimum necessary (and with the minimum number of people) to
accomplish the purpose.

* Keep the collected personal data only so long as it is necessary and being used

This fundamental privacy principle is reflected in the GDPR (EU), HIPAA (U.S. for
personal health information) and the California Privacy Rights Act, among other laws
around the world.
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Why Data Minimization? What are its Benefits?

1. Regulatory requirement

2.  Less stored data reduces costs of storage

3. Lowers risk — less exposure if a data theft occurs
« Average cost per breached record in U.S. is $160
* Average number of records stolen in malicious breach: 25K
« Average cost for a breach of 25K records (U.S.): $4.4 million
* Regulatory penalties

4.  Easier and more efficient data management

5. Enhances customer trust

Additional Reading:

* |IBM Ponemon Costs of Data Breach Report 2025

» Why Data Minimization is a Very Big Deal for Ad Tech, A. Schiff, AdExchanger, Feb. 24, 2025

* Quality Data Only: How to Apply Data Minimization to Your Business, business.com, editorial, April 21,
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Over-Retaining Personal Data Creates Liability

Keep everything forever
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Common Pain Points
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Effective Data Minimization Framework

1. Technological Controls

> Manual or automated blocking, erasure or deletion routines

> Specific tools for distinct types of data (i.e. dedicated pinpads for securely collecting credit card

numbers)

> Anonymization or pseudonymization routines
2. Procedural Controls

> Guidance and review of existing procedures to limit new data collected

> Strategies to reduce and limit sharing personal data

> Defined escalation and decision-making paths

> Time or event-based erasure and deletion procedures (i.e. for some registration data after an event)
3. Retention and Data Deletion Guidance

> Retention guidelines after which old data is no longer stored

> Determination of when individual personal data may be deleted over time when only aggregate data is

needed to be retained.

> Tools and communication plan to disclose, understand and follow retention guidelines
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Tactical Considerations

Data retention should be dictated by:
+ Type of data elements — can
depersonalize over time
» Usefulness to Business
* Legal guidance

Data collection practices require:
» Purpose for each data element
» Collect only the minimum
necessary

Proliferation of data assets:

Sets of personal data duplicated in
multiple applications/databases
Identify lifespan of the data set
Protocols for when personal data sets
may be copied across apps

Controls development may take time
Unstructured data (i.e. Sharepoint,
email)
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